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ABSTRACT
Primary Sjögren’s syndrome (pSS) is 
a chronic, systemic autoimmune dis-
ease with diverse clinical picture and 
outcome. The disease affects primarily 
middle-aged females and involves the ex-
ocrine glands leading to dry mouth and 
eyes. When the disease extends beyond 
the exocrine glands (systemic form), 
certain extraglandular manifestations 
involving liver, kidney, lungs, peripheral 
nervous system and the skin may occur. 
Primary SS is considered the crossroad 
between autoimmunity and lymphopro-
liferation, since approximately 5% of pa-
tients develop NHL associated lympho-
mas. As with every chronic disease with 
complex aetiopathogenesis and clinical 
heterogeneity, pSS has certain unmet 
needs that have to be addressed: a) clas-
sification and stratification of patients; b) 
understanding the distinct pathogenetic 
mechanisms and clinical phenotypes; c) 
defining and interpreting the real needs 
of patients regarding the contemporary 
diagnostic and therapeutic approaches; 
d) physician and patients’ training re-
garding the wide spectrum of the dis-
ease; e) creating common policies across 
European countries to evaluate and 
manage SS patients. To achieve these 
goals, an intense effort is being currently 
undertaken by the HarmonicSS consor-
tium in order to harmonise and integrate 
the largest European cohorts of pSS 
patients. In this review, we present an 
overview of our perception and vision, as 
well as new issues arising from this pro-
ject such as harmonisation protocols and 
procedures, data sharing principles and 
various ethical and legal issues originat-
ing from these approaches.

Introduction
Primary Sjögren’s syndrome (pSS) is 
a slowly progressive, systemic autoim-

mune disorder characterised by lym-
phocytic infiltration around the ductal 
epithelium of the salivary and lacri-
mal glands, resulting in mucosal dry-
ness. The syndrome may occur as in-
dependent and distinct entity (primary 
Sjögren’s syndrome) or may compli-
cate the course of another systemic au-
toimmune disease, such as rheumatoid 
arthritis or lupus (secondary Sjögren’s 
syndrome). Middle-aged women are 
usually affected, although evidence of 
the disease may be present years before. 
The annual incidence of pSS is approxi-
mately 7 new cases/100,000 people and 
the estimated prevalence ranges be-
tween 0.01–0.1% of general popula-
tion, depending upon the cohort nation-
ality, geographical distribution and the 
applied classification criteria (1-4). The 
disease has a wide clinical spectrum, 
extending from a mild and benign gland 
exocrinopathy confined to the salivary 
and lacrimal glands to severe and life-
threatening conditions, such as vasculi-
tis and lymphoma leading to end-stage 
organ failure and rarely in death (5, 
6). Clinical manifestations of pSS are 
considered to result from two underly-
ing immunopathologic phenomena: the 
typical periepithelial lymphocytic infil-
tration of the affected tissues and the B 
cell hyperactivity. The involved epithe-
lium of salivary and lacrimal glands has 
been found to play an important role 
in disease pathogenesis: a) by express-
ing intrinsically MHC class I and II, 
costimulatory and adhesion molecules 
capable of activating naïve T cells, and 
b) by producing chemokines and cy-
tokines mediating T and B lymphocyte 
recruitment and differentiation at the 
site of lesion. Epithelial cells are also 
attacked by lymphocytes and die by ap-
optosis releasing several autoantigens 
contributing to perpetuation and main-
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tenance of autoimmune local response 
(7). The central role of the epithelium 
led to the introduction in the literature 
of the term “autoimmune epithelitis” as 
an alternative for pSS (8). The result-
ant destruction of the epithelium and 
the replacement by fibrotic structures 
leads to tissue damage and dysfunction 
producing mucosal dryness. Similar 
periepithelial lymphocytic infiltration 
of the salivary and lacrimal glands can 
be also observed in other organs such 
as the bronchi, the kidney and the liver 
mediating the extraglandular manifes-
tations of the disease (6). B cell hyper-
activity, is documented by the presence 
of hypergammaglobulinaemia and the 
production of autoantibodies such as 
antinuclear antibodies (ANA), anti-Ro/
SSA, anti-La/SSB and type II cryo-
globulins. The ectopic germinal centre 
(GC)-like structures found within the 
biopsies of minor salivary glands are 
thought to represent the active site of 
cryoglobulins production and probably 
lymphomagenesis in pSS (9, 10). Type 
II cryoglobulins associated immune 
complexes, mediate tissue damage af-
ter deposition, producing the so called 
extraepithelial manifestations such as 
palpable purpura, peripheral neuropa-
thy and glomerulonephritis (6, 7, 11).

The clinical spectrum of pSS
In general, pSS clinical manifestations 
are classified into glandular, extrag-
landular and extraepithelial immune 
complex mediated (5, 6) (Table I). 
Glandular manifestations represent a 
generalised form of exocrinopathy in-
volving mainly the salivary and lacri-
mal glands, manifested as mucosal dry-
ness. More than 90% of pSS patients 
experience oral and eye dryness at the 
time of diagnosis and almost all of them 
will develop sicca symptoms during 
disease course. About 40–50% of pSS 
patients present with either unilateral 
or bilateral parotid gland enlargement. 
In addition, some pSS patients also 
complain of systemic dryness as part 
of the generalised exocrinopathy men-
tioned above, involving the skin, the 
nose, the trachea as well as the vagina 
causing dyspareunia. Extraglandular 
manifestations caused by lymphocytic 
infiltration around the epithelium of 

the affected organ include bronchitis/
bronchiolitis with persistent irritant dry 
cough, primary biliary cirrhosis in 3% 
of pSS patients and interstitial nephritis 
manifested as incomplete or complete 
distal renal tubular acidosis (RTA) (6, 
12, 13). Although interstitial nephritis 
is present in 30% of pSS patients in a 
subclinical form, only 3% among pSS 
population present with clinically sig-
nificant renal involvement. Distal RTA 
leads to alkaline urinary pH, hypost-
henuria, hypokalemic hyperchloremic 
metabolic acidosis with normal anion 
gap and nephrolithiasis/nephrocalcino-
sis (6, 12). Proximal RTA and diabe-
tes insipidus are less common clinical 
manifestations of IN. Other periepithe-
lial extraglandular manifestations in-
clude autoimmune thyroid disease in 
10–20% of pSS patients leading gradu-
ally to hypothyroidism or autoantibody 
production against thyroid antigens, 
and autoimmune adrenal and ovarian 
disease (14). Non-specific extraglan-
dular manifestations are also common 
among pSS population. Approximately 
70% of pSS patients complain of fa-
tigue affecting daily activities and qual-
ity of life and 60% develop mild, sym-
metric non-erosive arthritis/synovitis of 
small joints. Raynaud’s phenomenon, 
although milder compared to other au-
toimmune diseases, occurs in 30-40% 
of patients (14). Almost 10–15% of 
pSS patients constitute the systemic 
form of the disease characterised by the 
appearance of extraepithelial immune 
complex mediated manifestations and 
a tendency to develop lymphoma (15, 

16). Immune complex mediated vascu-
litis presenting as palpable purpura of 
lower extremities or leg ulcers occurs in 
10% of patients and is associated with 
type II cryoglobulinaemia and low C4 
complement levels (6). Almost 1-2% of 
pSS patients present with either mon-
oneuritis multiplex or sensorimotor 
axonal polyneuropathy in the context 
of immune complex deposition and 
subsequent inflammation of the vasa 
nervosum. Glomerulonephritis with 
histopathologic features of membrano-
proliferative or membranous type may 
also complicate pSS at 2% of patients, 
producing either nephritic or nephrotic 
syndrome as a result of cryoglobulins 
associated immune complex deposition 
at the glomeruli (12, 15). The life time 
risk of lymphoma among pSS popula-
tion is 5% but patients with the system-
ic form of the disease are more prone to 
develop lymphoproliferative disorders 
(17-19). The main lymphoma type is 
extranodal marginal zone B cell lym-
phoma of mucosal associated lymphoid 
tissue (MALT) while diffuse large B 
cell lymphoma (DLBC) and nodal mar-
ginal zone B cell lymphoma are less 
common types (20).

Prognosis, diagnosis and 
treatment of pSS
pSS is a benign disease with a good 
prognosis. For the majority of patients, 
the clinical picture has been already 
completed at the time of diagnosis and 
remains almost unchanged during the 
disease course (6). Patients with glan-
dular manifestations may experience 

Table I. Classification and prevalence of clinical manifestations in pSS.

Glandular manifestations (%)	 Extraglandular manifestations	 Extraepithelial manifestations
	 (%)	  (%)

Dry mouth (>95%)	 Periepithelial	 Palpable purpura (10%)
Dry eyes (>95%)	 Interstitial Nephritis	 Glomerulonephritis (2%)
Parotid gland enlargement (~40%)	 Incomplete dRTA (~30%)	 Peripheral neuropathy (2%)
Vaginal dryness (~30%)	 Complete dRTA (5-10%)	
Dry skin (~10%)	 Diabetes insipidus (rare)	
	 Proximal RTA (rare)	
	 Primary Biliary Cholangiitis	
	 Bronchitis/bronchiolitis (8%)	
	 Non-specific	
	 Fatigue (50%)	
	 Raynaud’s (30%)	
	 Arthralgias/arthritis (60%)	
	 Interstitial lund disease (2%)

pSS: primary Sjögren’s syndrome.
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dryness severe enough to affect their 
quality of life but without impact on 
morbidity or mortality. Similarly, ex-
traglandular systemic manifestations 
evolve slowly, following a benign 
course with a tendency to occur near 
disease onset or disease diagnosis (6). 
In some cases, the chronic and ongo-
ing underlying inflammatory process 
may lead to slowly progressive organ 
impairment and end-stage organ fail-
ure. On the contrary, extraepithelial im-
mune complex mediated manifestations 
complicate the disease as a late squeal 
and these patients display less favour-
able outcome with increased morbid-
ity and mortality (6, 21). The increased 
mortality among pSS patients is mainly 
attributed to the development of lym-
phoproliferative disorders. Risk factors 
for lymphoma include persistent or re-
current parotid gland enlargement, pal-
pable purpura, peripheral neuropathy, 
cryoglobulinaemia, low C4 comple-
ment levels and lymphopenia (22-24). 
The majority of pSS patient seek medi-
cal advice many years after the appear-
ance of sicca symptoms (25). However, 
in some cases the first sign related to the 
disease may precede mucosal dryness 
and patients may present with palpable 
purpura, interstitial nephritis manifest-
ed as hyposthenuria, nephrolithiasis/
nephrocalcinosis or hypokalemic pa-
ralysis, accompanied by the presence of 
autoantibodies such as anti-Ro/SSA or 
anti-La/SSB.
The diagnosis of pSS is based on the 
history, physical examination and 
evaluation focusing on oral and ocular 
dryness. Two sets of classification cri-
teria are currently used, although these 
criteria have been designed for research 
purposes rather than for routine clini-
cal practice (26, 27). However, many 
tests incorporated in these sets of cri-
teria, are applied for the diagnostic ap-
proach of pSS. A careful history is nec-
essary to identify medical conditions 
and medications that may cause dry-
ness and mimic pSS such as diabetes 
mellitus, irradiation of head and neck, 
bone marrow transplantation leading to 
graft-versus-host disease, viral infec-
tions (HIV, HCV, HTLV-1), sarcoido-
sis, amyloidosis, diuretics and antihis-
tamines for chronic allergic conditions 

(27). Physical examination may reveal 
mucosal dryness and in some cases 
candidiasis of the oral cavity, absence 
of sublingual salivary pooling, hyper-
lobulated tongue with loss of papillae 
and extensive dental carries. Parotid 
gland or submandibular gland enlarge-
ment and generalised lymphadenopathy 
can be also seen in pSS patients. Other 
findings from physical examination re-
lated to pSS, include palpable purpura 
of lower extremities and leg ulcers, 
mononeuritis multiplex or sensorimotor 
neuropathy as well as signs of nephritic 
syndrome with edema, dyspnea and hy-
pertension. Specific questionnaires and 
objective tests are necessary to confirm 
sicca symptoms (27). For oral dryness, 
unstimulated whole saliva measure-
ment (positive test defined as: <1.5ml 
in 15min), sialography or scintigraphy 
of salivary glands are considered ob-
jective tests for hyposalivation and al-
tered structure suggesting hypofunction 
(27). Other imaging modalities in clini-
cal practice include parotid and sub-
mandibular ultrasound and very rarely 
MRI. Lacrimal dryness can be objec-
tively evaluated by measurement of 
tear production with the Schirmer’s test 
(positive test defined as: wetting<5mm 
in 5min) and documentation of kera-
toconjunctivitis (KCS) either with the 
Rose Bengal dye and the von Bijs-
terveld scoring system (≥4/9) (27) or 
with fluorescein/lissamine green dyes 
and the SICCA ocular staining score 
(≥5)(26). Tear break up time is another 
helpful test to document quality abnor-
malities of the tear film (normal values 
>10 sec). Lip (minor labial salivary 
gland) biopsy is performed to reveal the 
characteristic histopathologic hallmark 
of periepithelial infiltration of the sali-
vary epithelium with the presence of at 
least 1 focus (defined as an aggregate 
of at least 50 lymphocytes) per 4mm2 
surface area (focus score is defined as 
the total number of foci per 4mm2 sur-
face area) (27). Minor labial salivary 
biopsy is a very useful diagnostic tool 
to confirm the typical pathologic le-
sion of pSS and rule out other condi-
tions such as sarcoidosis, IgG4 related 
disorders, lymphoma, amyloidosis and 
lipoproteinaemias. Immunologic test-
ing for ANA, ENAs (anti-Ro/SSA, 

anti-La/SSB, anti-U1RNP, anti-Sm), 
rheumatoid factors, anti-dsDNA and 
autoantibodies against thyroid antigens 
(anti-TG, anti-TPO) should be obtained 
to confirm the autoimmune nature of 
the disease and exclude other systemic 
autoimmune disorders that may ac-
company pSS such as lupus and mixed 
connective tissue disease (6, 14). Anti-
Ro/SSA antibodies are present in 60-
80% of patients while anti-La/SSB in 
30–50% and are considered specific for 
pSS. Other detectable autoantibodies 
include anti-citrullinated peptides and 
anti-centromere occurring in small per-
centage of pSS patients (28, 29). Labo-
ratory tests may show anaemia, leuko-
penia, thrombocytopenia, hypergam-
maglobulinaemia, serum monoclonal 
component, electrolytic and acid-base 
abnormalities, haematuria, proteinuria 
and impaired renal function. Therefore, 
complete blood count with deferential, 
biochemistry panel, electrolytes, urinal-
ysis, serum protein electrophoresis and 
chest X ray should be obtained during 
the initial evaluation of every patient 
suspected for pSS. Additional inves-
tigations for HIV, HCV, HTLV-1 and 
IgG4 serum levels may be performed in 
selected cases.
Treatment of pSS is mainly sympto-
matic aiming to control and alleviate 
mucosal dryness (30). Patients should 
be instructed for self-care oral hygiene, 
scheduled visits to the dentist, good hy-
dration and mechanical salivary flow 
stimulation (e.g. sugar free gums). For 
severe cases, artificial saliva and mus-
carinic agonists such as pilocarpine 
can be prescribed. For ocular dryness, 
the regular use of artificial tears is 
highly recommended while moisturis-
ers and lubricants can be used to alle-
viate vaginal dryness and dyspareunia. 
For the systemic manifestations of the 
disease, an organ based management 
is recommended. Hydroxychloroquine 
and methotrexate can be administered 
for arthralgias/arthritis while calcium 
channel blockers are the first choice 
for controlling Raynaud’s phenomenon 
(14). Fatigue can be managed with SS-
RI’s and regular exercise (14). Inhaled 
β2 agonists are prescribed for patients 
with bronchitis or bronchiolitis and oral 
alkali potassium bicarbonate supple-
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ments, depending on the type of inter-
stitial nephritis, can be given accord-
ingly (14, 15). Prednisone, azathioprine 
or iv cyclophosphamide are reserved 
for cases of interstitial lung disease. 
Immune complex mediated extraepi-
thelial manifestations are treated with 
prednisone or steroid pulses, azathio-
prine, anti-B cell depletion therapies, 
IV cyclophosphamide, IVIG and plas-
mapheresis, depending on the sever-
ity and the type of organ involvement 
(14, 15). Sjögren’s syndrome associ-
ated lymphomas display a favourable 
prognosis with the majority of patients 
having high 5-year survival rates (20). 
Depending on the histologic type, the 
stage and the individualised character-
istics of each patient (e.g. age, comor-
bidities, etc.), management include 
watch and wait policy for the majority 
of patients with MALT lymphomas or 
rituximab with or without an alkylating 
agent for more severe cases while the 
R-CHOP regimen is the first treatment 
choice for pSS patients with DLBC 
lymphomas (20).

Unmet needs of pSS
In the past two decades, the revolution-
ary explosion of biotechnology and the 
progress in bioinformatics, allowed the 
SS scientific community to achieve very 
critical steps in terms of understanding 
and familiarising with the clinical needs 
of SS. One of the first important steps 
was the consensus on the classification 
criteria that took place on 2002 (27). 
This proposed classification, allowed 
the various clinical and basic investiga-
tors to recruit patients for research pur-
poses based on well-defined subjective 
and objective parameters of the disease, 
ensuring relative homogeneity among 
the various cohorts so that the conclu-
sions could be generalised. Recently, 
another set of classification criteria was 
constructed taking into account also 
the systemic nature of pSS (26). Ex-
tensive clinical studies conducted by 
highly experienced researchers man-
aged to describe the natural history of 
the disease with its various outcomes 
and to classify the clinical manifesta-
tions into distinct subgroups, defining 
in this way the main clinical pheno-
types of the syndrome. It became clear 

soon, that patients with the systemic 
form of the disease exhibit increased 
mortality and morbidity and this par-
ticular subset gained further clinical at-
tention, mainly because of the high risk 
of lymphoma. Following and analysing 
a growing body of data, several clinical 
and laboratory indices were identified 
as lymphoma and mortality predictors 
in an effort to therapeutically manage 
and modify the adverse outcomes. In 
parallel, based on the experience from 
other autoimmune diseases, modern 
biologic treatments were tested in large 
cohorts of pSS patients to control the 
disease and improve patients’ symp-
toms, unfortunately without much suc-
cess, although some improvement was 
observed in certain parameters of pSS. 
Criticisms on the methodology of these 
studies revealed that specific features 
of pSS were ignored: a) the slowly pro-
gressive disease course that leads to al-
ready advanced stages at the time of di-
agnosis, as a result of chronic and well 
established pathogenetic mechanisms; 
b) the short observation time of these 
studies as opposed to the slowly evolv-
ing nature of pSS; c) the heterogene-
ity regarding the phenotypes and endo-
types of recruited patients; d) the lack 
of in-depth understanding of the under-
lying cellular, molecular and intracellu-
lar mechanisms that drive pathogenesis. 
However, new efficacy data from ongo-
ing pSS studies with promising biologic 
agents are still pending.
The relative inefficacy of biologic 
agents in pSS raised concerns about the 
orientation and the goals of research and 
pointed out a transition period towards 
an era of precision medicine according 
to reliable biomarkers. The unmet needs 
at the clinical and research level are de-

fined by the prospectives of biotechnol-
ogy on the one hand, and the specific 
features of pSS on the other hand (Table 
II). The scientific community should 
therefore aim at the following goals: 
a) to reveal the important pathogenetic 
mechanisms that are implicated in the 
initiation, establishment, maintenance, 
damage and repair of the affected tis-
sues; b) to correlate the distinct clinical 
phenotypes with the underlying cellular 
and molecular events that predominate 
and define each subset of patients; c) to 
identify reliable biomarkers.
The discovery of novel biomarkers is of 
great clinical importance. A deeper un-
derstanding of the cellular and molecu-
lar mechanisms will allow us to identify 
critical molecules that could potentially 
serve as biomarkers of the disease. Ide-
ally, the biomarker associated variables, 
should be easily measured at the proper 
biological specimen (e.g. saliva, serum, 
homogenised tissue specimen from mi-
nor salivary glands) after performing a 
simple, cheap and reproducible meth-
odology (31).
Given that the candidate biomarkers re-
ally reflect important biological aspects 
of the disease, are expected to contribute 
to: a) early diagnosis and identification 
of pSS patients at the initial stages of the 
disease; b) sub-classification of patients 
according to clinical phenotypes and 
endotypes of the disease; c) identifica-
tion of possible therapeutic targets and 
estimation of response to treatment; d) 
prediction of lymphoma development 
and efficient follow-up; e) more sophis-
ticated stratification and recruitment of 
patient for future clinical trials.
The initial approach for identifying 
novel biomarkers should be based on 
preliminary clinical stratification of 

Table II. The unmet needs for pSS.

•	 Common European policies for evaluation and management of pSS patients
•	 Design common diagnostic and therapeutic approaches for pSS patients
•	 Train physicians and patients about the disease spectrum
•	 Study and understand critical pathogenetic mechanisms of the disease
•	 Novel biomarkers

o	 Early diagnosis and patients’ stratification
o	 Patients’ classification according to disease phenotypes and endotypes
o	 Identification of novel therapeutic targets
o	 Prognostic and therapeutic response markers
o	 Molecular predictors of lymphoma

pSS: primary Sjögren’s syndrome.
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pSS patients and subsequent inves-
tigation of key molecules that could 
potentially serve to characterise the 
various clinical subsets of the disease. 
A complementary approach, exploring 
genetic or other molecular biomark-
ers by direct application on the whole 
pSS population, should be also consid-
ered but for future use. To meet all the 
aforementioned unmet needs for pSS 
and proceed smoothly in the era of pre-
cision medicine, it is very important to 
develop the largest possible cohort of 
patients reflecting the underlying na-
tional, geographical and environmental 
heterogeneity as well as the phenotypic 
and endotypic diversity of the disease. 
A large harmonised cohort is expected 
to: a) facilitate the identification of re-
liable biomarkers through extensive 
bioinformatics analysis and subsequent 
validation studies; b) create tools to be 
used for the stratification of patients; 
c) offer training skills to physicians; d) 
develop common health policies for the 
disease. In order to achieve these goals, 
the scientific community needs large in-
tegrated cohorts that should be harmo-
nised in a way to provide the maximal 
information for analytic purposes.
The HarmonicSS project, funded by 
the European Commission, gathers the 
most important clinical and research 
centres of pSS in Europe along with 
highly experienced engineers and bio-
informaticians, to successfully harmo-
nise the maximum possible data from 
all the involved clinical partners and 
offer new tools for large data analysis.

Data sharing and data governance
To permit federated and distributed 
access to various cohorts for analysis, 
several obstacles must be overcome. 
A data provider (e.g. a clinical cen-
tre) wishing to share clinical data to a 
healthcare platform must provide all 
the necessary ethical and legal docu-
ments, prior to any further processing, 
including: (i) legitimate interests; (ii) 
data protection impact assessment; (iii) 
the purpose of processing; (iv) signed 
consents to the processing of personal 
data from the data subjects; (v) purpose 
of transferring to third parties; (vi) data 
protection guarantee; (vii) notifications 
to the data subject about the processing, 

among many others. To obtain access 
to multiple cohorts, nowadays, a cloud 
platform can be introduced.
In general, a cloud platform should take 
into consideration several technical 
challenges. Standardisation for defin-
ing a common format for the clinical 
datasets, categorisation for terminology 
description, and harmonisation through 
ontology alignment are only but a few 
technical limitations. Data clearing 
(referred to as data curation) for de-
duplication (i.e. the identification of 
duplicate variables), data imputation 
(i.e. automated methods to fill missing 
values), outlier detection is important 
prior to data harmonisation. Other tech-
nical challenges include: (i) informed 
consent forms for data sharing through 
handshaking (Fig. 1) and pooled data 
analysis (handshaking), (ii) encrypting 
algorithms for secure execution of all 
the data analytics services within the 
cloud, (iii) ethical issues for data col-
lection introduced by different coun-
tries inside and outside the EU, (iv) data 
protection (e.g. according to the GDPR 
guidelines in Europe or the HIPAA 
guidelines in USA), (v) fear for data 
abuse, (vi) data monitoring, validation, 
and storage, (vii) multidimensional 
interoperability (legal, regulatory, ap-
plications, IT infrastructures), (viii) the 
cost scalability over security which is a 
crucial trade-off, and (ix) effective data 
curation mechanisms (e.g. for dealing 
with duplicate fields, missing values, 
outliers within the clinical data). In ad-
dition, the definition of the primary data 
collectors (i.e. data providers) and sec-
ondary analysts (i.e. data processors) 
must be clarified.
The heterogeneity of the clinical data 
across different countries (e.g. struc-
tural and vocabulary dissimilarities) 
can be overcome by de-centralised 
analysis. Data aggregation (i.e. data 
pseudonymisation using hashing or to-
kenisation) is mandatory prior to data 
sharing. Software and Creative Com-
mons (CC) licenses must be obtained 
for all the tools that have been imple-
mented within the cloud. The definition 
of a common data model that is able to 
describe the domain knowledge of a 
disease (e.g. parameters and relations 
between them, vocabularies) is also 

necessary for semantic matching dur-
ing data harmonisation. The complexity 
of the hospital IT infrastructures poses 
significant barriers towards the de-cen-
tralised processing of the data. Finally, 
the existence of a committee which or-
chestrates the data acquisition and data 
processing (cloud shepherds) is neces-
sary for providing guidelines towards 
the realisation of a federated platform.
Medical data sharing involves the 
above mechanisms concerning the pro-
tection of patient’s rights and privacy. 
In addition, the data governance frame-
work is responsible for the evaluation 
of the quality and completeness of the 
clinical data by taking into considera-
tion existing public health policies. The 
data sharing mechanism along with the 
data governance framework constitute 
the two fundamental mechanisms prior 
to the development and application of 
the data harmonisation and analytics 
services.

De-centralised data harmonisation
Data harmonisation is a data-driven 
approach which aims to overcome the 
heterogeneity of the cohorts world-
wide by converting the heterogeneous 
datasets into compatible ones, with 
minimum loss. Data harmonisation in-
volves several mechanisms including 
dataset description, dataset transforma-
tion, similarity description, terminol-
ogy detection and alignment, semantic 
and lexical matching, etc. In addition, 
the main idea behind medical data har-
monisation is based on the mapping of 
each template of interest into a (pre-
defined) common reference template. 
According to the literature, there are 
two types of matching heterogeneous 
datasets, namely the lexical matching 
and the semantic matching (30). Here, 
emphasis will be given only on seman-
tic matching since it combines lexical 
matching (i.e. string matching) along 
with the associations between the vari-
ables of the heterogeneous datasets. 
Semantic matching is usually conduct-
ed by mapping the ontology of a data-
set (source ontology) into the ontology 
of the other’s (target ontology) based 
on semantic interlinking approaches. 
In order to ensure a patient data pro-
tection compliant harmonisation ap-
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proach, the data harmonisation shall 
be performed on each cohort’s private 
space. The harmonised data are then 
stored on these private spaces for fur-
ther analysis. Examples of tools which 
are often employed for harmonisation 
are presented in the sequel. Interest-
ingly, all these softwares and technical 
tools are open access and not commer-
cially available.
The Opal software (32) can be used 
for data harmonisation based on a pre-
defined template (reference model) in 
order to enable data integration across 
the cohorts. The Mica software (32) is 
a client-server application developed to 
(i) construct web portals for individual 
studies, (ii) create a study catalogue 
or registry based on the input data, 
and (iii) enable data access and man-
agement. In addition, the SORTA tool 
(33) is another software tool for data 
re-coding and data annotation as well. 
The DataSHaPER (DataSchema and 
Harmonization Platform for Epidemio-
logical Research) software tool (34) 
is a dynamically evolving entity that 

combines tools from OBiBa (i.e. Mica 
for developing web portals for studies 
and Opal for data harmonisation and 
integration). It is mainly comprised 
by two fundamental platforms, name-
ly the DataSchema Platform and the 
Harmonization Platform. The concept 
of (de-centralised) data harmonisation 
involves the following mechanisms: (i) 
cohort data description, (ii) cohort data 
transformation, (iii) ontology align-
ment, and (iv) the existence of a knowl-
edge database.
Initially, cohort data description refers 
to the complete description of all the 
variables within the cohort’s dataset 
(e.g. the terminologies and type of each 
variable). Cohort data transformation is 
the process where each dataset is trans-
formed to a common format for better 
manipulation. Then, each transformed 
dataset is converted to an ontology 
which serves as the source ontology 
for the ontology alignment procedure. 
An ontology describes the domain 
knowledge of a disease and is usually 
expressed in .OWL (Web Ontology 

Language) or .RDFS (Resource De-
scription Framework Schema) format. 
Protégé is a widely used tool for con-
structing ontologies and frameworks 
for health systems (35). In fact, each 
source ontology is mapped to a target 
ontology. The target ontology is the 
ontology which is constructed from the 
reference model and comprises the core 
of the de-centralised data harmonisa-
tion procedure. The reference model is 
a complete description of the minimum 
requirements (domain knowledge) that 
a complete dataset should fulfill and is 
provided by the clinical experts of the 
disease’s domain.
Ontology alignment is also known as 
semantic interlinking or ontology map-
ping. An ontology mapping algorithm 
uses a source ontology and a target on-
tology as input and produces an aligned 
version of the source ontology based on 
the target ontology, i.e. a set of possible 
matches for each variable of the source 
ontology with those from the target 
ontology. This procedure is semi-au-
tomatic since the clinician’s assistance 

Fig. 1. Illustration of the distributed analysis strategy for data sharing - handshaking. Each involved cohort must fulfill all the necessary data protection 
requirements for data sharing. In the case of cross-border data sharing, additional legal requirements should be taken into consideration (e.g. between the 
General Data Protection Regulation guidelines in Europe and the Health Insurance Portability and Accountability Act guidelines in USA). In addition, prior 
to any analysis of the cohort data, appropriate requests for data access are sent from the data analysts to the data providers that manage the cohorts of interest. 
The data providers can either accept or reject these requests. This procedure aims to reassure the privacy of the data and is referred to as handshaking. The 
data analytics services can gain access to the private space of each individual cohort only when the handshaking is succesfull.
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is necessary in order to select the most 
appropriate terms for each variable. 
The ontology mapping file can be ex-
pressed in EDOAL (Expressive Declar-
ative Ontology Alignment Language), 
HTML (Hypertext Markup Language) 
formats. Existing ontology matching 
tools include the S-Match (36). The 
knowledge database is a collection of 
existing ontologies and vocabularies 
which are related to the domain of the 
disease under examination and reduces 
the clinician’s involvement during the 
ontology alignment procedure. More 
specifically, this database can be com-
bined with the upcoming ontologies in 
order to train a “smart” system that will 
be able to execute automatic ontology 
mapping using machine learning.
A simple example of the semantic 
matching process is presented in Fig-
ure 2. Ontologies A and B are instances 
of larger ontologies which describe the 
domain knowledge of SS from two dif-
ferent cohorts. The semantic matching 
algorithm uses structural and vocabu-
lary information in order to identify a 
relational match (i.e. an association) be-
tween the subclass ‘Blood tests’ (which 
belongs to the broader class named 
‘Laboratory Tests’) in Ontology A and 
the subclass ‘Haematological tests’ in 

Ontology B, which yields a relational 
association for the term ‘C4’. In a simi-
lar manner, the algorithm uses again 
relational knowledge to relationally 
match the subclass ‘Chemotherapies’ 
(which belongs to the broader class 
named ‘Therapies’) in Ontology A and 
the subclass ‘Biopsies’ in Ontology B 
which yields a relational association for 
the term ‘Chemotherapy regimens’.

Distributed data analytics from 
federated databases
The field of data analytics consists of 
a variety of services including tools 
for extracting knowledge (i.e. mining 
knowledge) from medical big data. 
The data mining algorithms consist of 
supervised and unsupervised machine 
learning algorithms which are widely 
employed for constructing prediction 
models (e.g. a lymphoma prediction 
model), as well as, testing these models 
using various performance evaluation 
measures (e.g. accuracy, ROC curves). 
The concept of distributed data analyt-
ics is based on the fact that the data do 
not leave the space they reside. Ac-
cording to this concept, the initial data 
mining algorithm is distributed from a 
reference node to all the other nodes for 
training and testing purposes (Fig. 3A). 

These computing nodes can be viewed 
as the private spaces of the clinical cen-
tres. On each node, the algorithm is lo-
cally executed (Fig. 3B) and the results 
return to the reference node (Fig. 3C). 
The results are finally combined to the 
reference node and distributed to all the 
involved nodes (Fig. 3D). Through this 
way, the analysis is secure but biases 
are often introduced into the results due 
to: (i) the heterogeneous structure of the 
data, and (ii) the type of the algorithm 
(e.g. linear or non-linear). The first fac-
tor can be overcome by harmonising 
the involved data. As far as the second 
factor is concerned, emphasis must be 
given to the development of appropri-
ately-defined distributed algorithms 
which is an ongoing research field of 
interest. At this point, it is important to 
note that whenever a researcher wishes 
to apply data models (or algorithms) on 
the clinical data, he/she shall first re-
quest (and grant) permission from the 
corresponding data providers of these 
cohorts.
A straightforward infrastructure that 
meets the distributed analysis require-
ments is presented in Figure 1 (37). 
This infrastructure provides a general 
framework for executing distributed 
learning algorithms by taking into con-

Fig. 2. A simple illustration of the semantic matching procedure. The main objective of the semantic matching algorithm is to seek for associations be-
tween the terms of two ontologies A and B that are instances of larger ontologies which describe the domain knowledge of the Sjögren’s syndrome. In this 
example, the algorithm seeks for relational matches between these two ontologies for the terms ‘C4’ and ‘Chemotherapy regimens’. In Ontology A, the term 
‘C4’ is defined as a parameter in the subclass ‘Blood tests’ of the class ‘Laboratory tests’ which is connected with the main class ‘Patient’ through an object 
property. In Ontology B, however, the term ‘C4’ is located in the subclass ‘Haematological tests’ of the class ‘Biochemical tests’ which in turn is a subclass 
of the class ‘Clinical examinations’ that is further connected with the main class ‘Patient’. The algorithm uses the semantic relations (object properties) and 
the related vocabularies (blood, haematological) to find a relational match between these two subclasses and yeild a relational association for the term ‘C4’. 
In a similar way, the algorithm uses the semantic relations and the related vocabularies (chemotherapies, biopsies) to identify a relational match between the 
classes ‘Biopsies’ and ‘Chemotherapies’ which yields a relational association for the term ‘Chemotherapy regimens’.
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sideration all the necessary data shar-
ing issues (including the ethical and 
legal ones). Several distributed learn-
ing schemes have been proposed in-
cluding the soft-margin l1-regularised 
space Support Vector Machine (38) or 
combined Bayesian network models 
(39). Conventional cross-validation 
approaches can also be used for per-
formance evaluation (e.g. k-fold cross 
validation) so as to extract various 
performance indicators. The results of 
these studies are very promising; a fact 
that enhances the effectiveness of the 
distributed analysis concept.

Data protection
One of the major issues to consider 
when sharing and harmonising data 
from different cohorts is the protec-
tion of ethical and legal aspects of the 
shared and harmonised data. Towards 
this several different aspects and meth-
odologies/policies have been identified 
by either the clinical centres participat-

ing in data sharing or expert legal of-
fices that have been assigned the role 
of solving the legal constraints to share 
data between different countries with 
different data protection laws and regu-
lations. The innate sensitivity of bio-
medical information has led to a set of 
principles and rules for safeguarding 
protection and privacy of personal data 
in all stages of data manipulation start-
ing from data collection protocols to 
data analysis infrastructures.
The evolution of big data and their 
multi-purpose utilisation towards new 
knowledge mining, which is enabled by 
innovative developments in informa-
tion technologies (IT), pose new chal-
lenges that need to be addressed in the 
context of informed consent, privacy of 
data, ownership, and epistemology in 
assessing big data ethics and objectiv-
ity of big data (40). For instance, a com-
prehensive essay centreing on issues 
regarding consent obtaining in biobank 
studies recognised the need for a de-

fensible, sustainable and conceptually 
coherent consent policy (10). Adapting 
freely given, specific and informed con-
sent along with anonymisation mecha-
nisms such that: (i) facilitating the pro-
cess of dynamic re-consent though the 
use of IT providing a transparency level 
between individuals and their data and, 
(ii) balancing the need for irreversible 
anonymisation and data linkage and 
continuing data update, are key issues 
in the protection of individuals with 
regard to processing of personal data 
(40-45).

European Union General Data 
Protection Regulation (GDPR)
The intensified interest on big data 
sharing, aggregation, linkage and 
analysis yielded to the forthcoming 
replacement of the European Union 
(EU) Data Protection Directive (DPD) 
95/46/EC by the General Data Pro-
tection Regulation (GDPR). At the 
heart of the EU DPD and GDPR lie 
the principles of fairness and lawful-
ness assuring the openness and legal-
ity of the use of personal sensitive data. 
The GDPR (http://www.eugdpr.org/
eugdpr.org.html) mainly overhauls the 
EU Directive 95/46/EC with respect 
to rights of the data subject by intro-
ducing or strengthening the rights to: 
(i) access to data, (ii) rectification and 
erasure (‘right to be forgotten’), (iii) 
data portability, and (iv) notification 
for a personal data breach. In addition, 
the concept of privacy by design calls 
for the effective implementation of ap-
propriate technical and organisational 
measures (e.g. pseudo-anonymisation) 
from the design phase of a system in 
order to ensure non-attribution to an 
identified or identifiable natural person 
and meet the requirements of GDPR. 
The conditions for consent have been 
also strengthened requesting clarity of 
the information provided to the indi-
viduals. According to the GDPR, every 
medical-based architecture should take 
into consideration data protection by 
design and by default principles. More 
specifically, there are four roles that 
should be clearly described; the data 
provider (or data controller), the data 
processor, the data owner (i.e. patient) 
and the Data Protection Officer (DPO). 

Fig. 3. Steps towards privacy preserving distributed learning. The private spaces of the clinical centres 
can be viewed as computing nodes which are located in multiple sites (e.g. on a cloud) and receive 
commands from a central node. The commands may vary from the computation of simple descriptive 
statistics (e.g. histograms) to the construction of data models for prediction (e.g. lymhpoma predic-
tion). Here, we assume that the command is the execution of a properly selected data mining algorithm 
for prediction. (A) The data mining algorithm is distributed from the central node to the rest of the 
nodes. (B) The data mining algorithm is executed locally (trained and tested) on the data of each node, 
in a parallel manner. (C) The performance evaluation results from each node return to the central node. 
(D) The individual results are finally aggregated (combined) on the central node and the final global 
prediction model is distributed to the rest of the nodes for further evaluation.
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A data provider who wishes to distrib-
ute data should provide all necessary 
signed consent forms, data protection 
guarantees, recipients of personal data, 
legitimate interests concerning the data 
subject, the purpose of processing, the 
contact details of the DPO, etc. A pa-
tient has the right to be forgotten and 
the right for data portability.

Framework for Responsible Sharing 
of Genomic and Health-Related Data
The EU BioSHARE Project has de-
veloped, under the aegis of the Global 
Alliance for Genomics and Health, the 
Framework for Responsible Sharing 
of Genomic and Health-Related Data 
(46-49). This Framework has estab-
lished a set of foundational principles 
for responsible sharing of genomic and 
health-related data: (i) respect indi-
viduals, families and communities, (ii) 
advance research and scientific knowl-
edge, (iii) promote health, wellbeing 
and the fair distribution of benefits; and 
(iv) foster trust, integrity and reciproc-
ity. In addition, it has set out ten core 
elements complementing the interpre-
tation of the aforementioned principles: 
(i) transparency, (ii) accountability, (iii) 
engagement, (iv) data quality and se-
curity, (v) privacy, data protection and 
confidentiality, (vi) risk-benefit analy-
sis, (vii) recognition and attribution, 
(viii) sustainability, (ix) education and 
training, and (x) accessibility and dis-
semination.

Health Insurance Portability 
and Accountability Act
The Health Insurance Portability and 
Accountability Act (HIPAA) of 1996, 
Public Law 104-191, which is part of 
the Social Security Act, aims to embrace 
the sharing of certain patient adminis-
trative data for promoting the health-
care industry (50). HIPAA is comprised 
by two fundamental Rules, namely the 
Privacy Rule and the Security Rule. 
The latter sets national standards for the 
protection of personal health informa-
tion that is created, received, used, or 
maintained by a covered entity (50). 
The Privacy Rule establishes national 
standards for the protection of health-
care electronic transactions including 
medical records and other personal 

health information that are conducted 
by healthcare providers. The covered 
entities must ensure the: (i) confidenti-
ality, (ii) integrity, and (iii) availability 
of the digital health information they 
create, receive, maintain or transmit 
and identify and protect against any 
threats to the security or integrity of the 
information.
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